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9

Headers Analizados

6

Presentes

3

Faltantes

Headers Presentes (6)

IHSTS (HTTP Strict Transport Security)

IFuerza a los navegadores a usar HTTPS exclusivamente, protegiendo contra ataques de downgrade y secuestro de cookies.

Val or: nmax- age=15552000; prel oad
CSP (Content Security Policy)

IDefine gué recursos pueden cargarse en la pagina. Es la defensa mas efectiva contra ataques XSS y de inyeccién de datos.

Val or: default-src blob: 'self' https://*.fbsbx.com *.facebook.com *. f bcdn. net; script-src

*. facebook. com *. f bcdn. net *.facebook.net 127.0.0.1:* 'nonce-52hTAMAJ bl ob: 'sel f'

connect . f acebook. net 'unsafe-eval' https://*.googl e-anal ytics.com *. googl e. comy styl e-src *.fbcdn. net
data: *.facebook.com 'unsafe-inline' https://fonts.googl eapis.com connect-src *.facebook.com
facebook. com *. f bcdn. net *.facebook. net wss://*.facebook.com* wss://*.whatsapp. com *



wss://*.fbcdn. net attachnent.fbsbx.comws://|ocal host:* blob: *.cdninstagramcom 'self'

http://1 ocal host: 3103 wss://gat eway. f acebook. com wss: // edge- chat . f acebook. com

wss: // snapt u-d. f acebook. com wss: // kai os-d. facebook. coml v.what sapp. net *.fbsbx.com *.fb.com
*.instagram com https://*. googl e-anal ytics.comfont-src data: *.facebook.com *.fbcdn.net *.fbsbx.com
https://fonts.gstatic.coming-src *.fbcdn.net *.facebook.comdata: https://*.fbsbx.com facebook.com
*. cdni nst agram com f bsbx. com f bcdn. net connect. f acebook. net bl ob: androi d-webvi ew vi deo- post er:

*. what sapp. net *.fb.com *. ocul uscdn.com *.tenor.co *.tenor.com *. gi phy. com https://trustly. one/
https://*.trustly.one/ https://payw thnybank.coml https://*. payw t hnmybank. conl

htt ps://ww. googl eadser vi ces. com https://googl eads. g. doubl ecl i ck. net

https://*. googl e-anal yti cs. com nedi a-src *. cdni nstagram com bl ob: *.fbcdn. net *.fbsbx.com

www. f acebook. com *. f acebook. com data: *.tenor.co *.tenor.com https://*.gi phy.comchild-src data: bl ob:
"self' https://*.fbsbx.com *.facebook.com *. fbcdn. net;frane-src *.facebook.com *. f bsbx. com f bsbx. com
data: www. i nstagram com *. f bcdn. net accounts. meta.com *. accounts. meta.com https://trustly. one/
https://*.trustly.one/ https://payw thnybank.com https://*. payw t hnmybank. conl

htt ps://ww. googl eadser vi ces. com https://googl eads. g. doubl ecli ck. net https://ww. googl e. com
https://td. doubl eclick.net *.google.com *.doubl eclick. net; mani fest-src data: blob: 'self'
https://*.fbsbx.com *. facebook. com *. f bcdn. net; obj ect-src data: blob: 'self' https://*.fbsbx.com

*. facebook. com *. f bcdn. net ; worker-src bl ob: *.facebook.com

dat a: ; bl ock-al | - m xed- cont ent ; upgr ade-i nsecur e-r equest s;

X-Frame-Options

IPreviene ataques de clickjacking al controlar si la pagina puede ser embebida en iframes.

Val or: DENY
X-Content-Type-Options

IEvita que el navegador interprete archivos como un tipo MIME diferente al declarado (MIME sniffing).

Val or: nosniff
X-XSS-Protection

IActiva el filtro XSS integrado en navegadores antiguos. Aunque obsoleto, proporciona proteccion adicional.

Valor: 0O
Permissions-Policy (Feature-Policy)

IControIa qué APIs del navegador puede usar la pagina (geolocalizacién, camara, micréfono, etc.).

Val or: accel eroneter=(), attribution-reporting=(self), autoplay=(), bluetooth=(),

browsi ng-topi cs=(sel f), canera=(self "https://ww.fbsbx.conl'), ch-device-nmenory=(), ch-downlink=(),
ch-dpr=(), ch-ect=(), ch-rtt=(), ch-save-data=(), ch-ua-arch=(), ch-ua-bitness=(),

ch-vi ewport-hei ght=(), ch-viewport-wi dth=(), ch-width=(), clipboard-read=(self),
clipboard-write=(self), conpute-pressure=(), display-capture=(self), encrypted-nedi a=(self),

full screen=(sel f), ganepad=*, geol ocation=(self), gyroscope=(), hid=(), idle-detection=(),

i nterest-cohort=(self), keyboard-map=(), l|ocal-fonts=(), nagnetoneter=(), m crophone=(self), mdi=(),
otp-credential s=(), paynment=(), picture-in-picture=(self), private-state-token-issuance=(),

publ i ckey-credenti al s-get=(sel f), screen-wake-|ock=(), serial=(), shared-storage=(),

shar ed- st or age-sel ect-url =(), private-state-token-redenption=(), usb=(), unload=(self),

wi ndow managenent =(), xr-spatial -tracki ng=(self);report-to="pern ssions_policy"

Headers Faltantes (3)

Referrer-Policy

Controla cuanta informacion del referrer se envia en las peticiones. Protege la privacidad del usuario.

Recomendacion: strict-origin-when-cross-origin

X-Permitted-Cross-Domain-Policies



IControIa cémo Adobe Flash y PDF pueden acceder a datos del sitio.

Recomendacion: none
COEP (Cross-Origin Embedder Policy)

IPreviene la carga de recursos cross-origin que no otorguen permiso explicito.

Recomendacion: require-corp
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